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1. Overall Description:
SA2 would like to thank 5G-ACIA for their LS (S2-2302175) and would like to provide the following reply: SA2 and most other 3GPP working groups are currently busy completing Release 18, SA1 is in the process of completing Release 19 while the Study proposal for R19 for other WG groups is planned to be approved in Q4SA plenary and discussed in each WGs based on their plan from Q3. SA2 would like to inform 5G ACIA that whether the identified gaps may be solved in future releases will be considered per 3GPP working procedure.

SA2 would like to point out that 3GPP SA2 has analylized those identified gaps and limitations, and the result of our findings are outlined in the last column of the following tables:

	Gap ID
	Description
	Corresponding requirement in the 5G-ACIA whitepaper mentioned above
	3GPP SA2 Analysis

	G.1
	Provisioning of single subscriptions or a bulk of subscriptions by a provisioning server (which is assumed to be an IIoT function outside of the NPN domain) is identified as a requirement from enterprises.

This is not seen as a gap in 3GPP specifications, because a provisioning protocol is not currently in the scope of 3GPP.

Provisioning via exposure reference points could be considered for future work by 3GPP.

	[R-4.2.2-01] 
The 5G exposure reference points must support 
integration into and configuration of a device within a 5G system by provisioning the relevant UE information (e. g. UE IDs, network access authentication keys, subscriptions) to the 5G 
network so it will accept device connection when the device is activated.

[R-4.2.2-02] 
The 5G exposure reference points must support provisioning and onboarding of individual devices and groups of devices

	The NEF exposure services allow an AF to provide certain subscription related parameters via an API, e.g. related to IoT, 5G VN etc. 
Regarding more complete or general provisioning of subscriptions, SA2 assumes that this is for SA1 and SA5 to comment on.

	G.2
	The 5G exposure reference point must be capable of acknowledging a service request within 100 ms. The acknowledgement may include the requested information or may be a service request acknowledgement followed by the actual requested information. In the latter case the requested information must be provided within a specified time.
	[R-4.2.3-02][footnoteRef:2]  [2:  A similar requirement is found in clause 6.10.2 in TS 22.261.] 

The 5G exposure reference points must be capable of acknowledging a communication service request within 100 ms.
[R-4.2.4-06]
The 5G exposure reference point must respond
to a request to provide real-time QoS monitoring information
within a specified time.
	3GPP specifications allow a request to contain "3gpp-Sbi-Mas_rsp" to indicate the maximum time period to complete the processing of the request, and the recipient of the request will check that the request has not already timed out during the processing of the request, e.g. upon receipt of a response from the next upstream NF service. However, "3gpp-Sbi-Mas_rsp" indicates as how quickly the recipient has to respond, but whether the 5GC can respond within the requested time window is dependent on deployment and other factors, e.g. UE state, network congestion status, the requested information (e.g. QoS or Monitoring Event or Parameter Provisioning) etc.

	G.3
	Provision of security event/logging information is identified as gap in 3GPP specifications. 
	[R-4.4-5][footnoteRef:3] [3:  A similar requirement is found in clause 6.10.2 in TS 22.261.] 

The 5G exposure reference point must be able to provide a history of communication events.
	Please refer to responses from other 3GPP WGs, e.g. SA3 or SA5.

	G.4
	For providing a traffic profile applicable to the connections of a UE, and for knowing the status, the current specifications do not address the case of a group of devices in a single request.  
	[R-4.2.3-06] 
The exposure reference points must enable 
the IIoT application to provide a traffic profile applicable to a single connection, to all connections of a device, or to all connections of a group of devices. (...) The traffic profile may be provided when a new connection is requested, or when an existing connection is modified.
	This gap has been addressed as part of 3GPP SA2 Rel-18 FS_GMEC, see clauses 5.2, 5.3, 8.2 and 8.3 in 3GPP TR 23.700-74.



	Limitation ID
	Description
	Corresponding requirement in the 5G-ACIA whitepaper mentioned above (if applicable)
	3GPP SA2 Analysis

	L.1
	A solution for VLAN tag assignment that is not dependent on secondary authentication and a corresponding authentication server may be needed. 
Note: The only standardized way of assigning VLAN tags is by using an authentication server DN-AAA with secondary authentication. This means that an authentication server DN-AAA must be deployed, and authentication credentials for secondary authentication must be managed just for supporting VLAN tag assignment, even in cases where there is no other reason for using secondary authentication.
	N/A
	The provisioning of VLAN IDs from DN-AAA server is used to control what VLANs are allowed to be used on the PDU Session, but it is not used for VLAN tag assignment. Additionally the AF can configure VLAN tags as part of the Flow Description to allow handling of Ethernet frames with the corresponding VLAN tag.
A solution for an external entity to request assignment of VLAN IDs has not been discussed.

	L.2
	Currently, application-centric QoS profiles such as those in clause 5 in TS 22.104 can only be translated into “5G-native” QoS profiles in a pre-defined manner. For instance, the factory owner describes these QoS profiles in an SLA. Thereafter, the NPN operator translates them into “5G-native” profiles and provides the owner with IDs for each of the profiles. 
However, it can be foreseen that not all QoS profiles are known, for instance if automation devieces intermittently enter the factory premise and request previously undefined QoS communication service. Therefore, a more dynamic solution is needed. 
	N/A
	When there is a pre-defined QoS information, the AF can request the network to provide required QoS based on the service requirements with the help of a QoS Reference parameter. 3GPP SA2 Rel-17 IIoT has defined another way for the AF to provide the required QoS in a dynamic mananer, namely the AF provides individual QoS parameters and traffic characteristics associated to the Flow Description instead of the QoS Reference, the AF can also provide Alternative Service Requirements in a prioritized order in addition to the QoS Reference or individual QoS parameters so to allow network adjusting to different QoS parameter combinations. See clause 6.1.3.22 in 3GPP TS 23.503.

	L.3
	Establishment of UE-to-UE QoS bearer with a single API call is considered as a limitation when NEF is used (currently one API call per each UE would be required).
Note that SEAL already has support for UE-to-UE QoS bearer establishment with one API call only.
	[R-4.2.3-01]
The 5G exposure reference points must support:
 • on-demand UE-to-UE (UNU) or UE-to-data-network 
(UN) connections with a defined quality of service 
(QoS)
• multiple connections per device, each characterized by 
QoS parameters
• modification of an established UNU or UN connection (e. g. new QoS parameters) and termination of a connection 

	3GPP SA2 Rel-18 FS_GMEC has considered to address this limitation with either 5GC or AF processing UE-to-UE QoS request, and concluded that the AF needs to break the request in 2 UE-to-Network requests managed separately. 

	L.4
	NEF only supports QoS monitoring for delay. For other QoS parameters, NEF only provides a binary notification about QoS degradation but does not provide additional information. It is considered beneficial to provide an indication about a degraded QoS and in what way it is degraded.
	[R-4.2.4-01] 
The 5G exposure reference points must support monitoring of device connectivity, including the connection’s QoS 
	3GPP SA2 Rel-18 FS_GMEC has considered to address this limitation, and concluded that the existing QoS Parameter Notification Control and existing AQP can be used for monitoring of specific performance characteristic. However, this conclusion assumes that the AF supports the AQP mechanism and can derive the degraded QoS and the way it is degraded. 
Furthermore to provide timely information on qoS degradation 3GPP is defining usage of L4S as part of its R18.

	L.5
	IP address assignment is not provided via the exposure interfaces. It is considered beneficial to expose this feature to Application Functions.
	[R-4.2.1-02], Note 2

In a non-public stand-alone network, the 5G NPN and the IIoT application shall be able to use the UE static IP address for identifying a UE.

Note 2: The static IP address of the UE is assigned by the IIoT application. This IP address can then be employed to identify the UE via the exposure reference point.

	3GPP specifications cannot support IP address assignment exposure by AF via NEF, however 3GPP has specified a way to use an external server to assign the IP address: the subscription  may contain Information related with secondary authentication / authorization to enable the SMF to get the UE IP address from a possibly external DN-AAA server. The AF can provide provide the corresponding DN-AAA Server addressing information as part of 5G VN group data.

There are also other options for how a UE IP address can be assigned by external server (DHCP server), based on static UE IP address in UDM or dynamically by SMF/UPF taking subscription and policy data into account.

Many NEF API support usage of IP address to identify the UE e.g. Nnef_ServiceParameter_Create, Nnef_EventExposure_Subscribe
Nnef_ChargeableParty_Create, Nnef_AFsessionWithQoS_Create.

Therefore 3GPP Rel-18  specifications of NEF will not support UE IP address assignment.

	L.6
	Fine-grained authorization on the level of specific services and resources, e.g. restricting API requests from specific AFs for specific UEs, is not specified in the standards.
	N/A
	From 3GPP SA2 view, 3GPP specifications support the NEF to authorize the AF request using AF-Service-Identifier and AF Identifier. If a group of UEs or any UE is requested, each individual UE authorization can be performed by PCF. Additionally, authorization can be performed by UDM.
Because the authorization functions defined for NEF, UDM and PCF are independent from each other, restricting API requests from specific AFs for specific UEs is not supported by SA2 specifications. 
This analysis can be considered together with the responses from other 3GPP WGs, e.g. SA1, SA3 and SA5.



3GPP SA2 would like to encourage the member companies of 5G-ACIA to directly engage in the ongoing and future activities in the pertinent 3GPP WGs for further  resolution of the identified gaps and limitations.

2. Actions:
To 5G Alliance for Connected Industries and Automation (5G-ACIA).
ACTION: 	SA2 respectfully asks 3GPP SA to take into account the feedback above into responses to 5G-ACIA.

3. Date of Next TSG-SA Meetings:
TSG-SA2 Meeting #156-e	Apr 17 – 21, 2023				Electronic
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